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Agendas

= Unit-proving of AUTOSAR Component and Runtime error

- Secure Coding Standard and Polyspace
— MISRA-C:2012 Amendment 1
— 1SO 17961
— CERT-C/C++
— CWE
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Unit-Proving of AUTOSAR Component
And Runtime Error



What is AUTOSAR?

- The Automotive industry and its challenges

Specifications
AN
ARXML
Set up files
the
supply
chain

Implementations

AN

Components
providers

(general and need
to be calibrated to
a specific vehicle)
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AUTOSOSAR

OEMs objectives:

* Integration from different suppliers

* Need confidence in the supplier’s
code

Supplier’s challenge:
 Time-to-market

* Code size
 Pressure from OEMs

AUTOSAR solves by providing a
software architecture and common
specifications (ARXML files)

Need for validation of AUTOSAR
components among actors
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How Polyspace for AUTOSAR can help?

Specifications 1) check for run-time errors and
mismatch in the ARXML
specifications

2) Check if implementation follow
ol

A

l\_\ specifications
|
- ARXML 3) assess impact of changes in the
files | specifications

| .
v | | v
[2 &j} | [1 &i] 4) check implementation against

specifications updates

ARXML files are used to
communicate, Polyspace for
AUTOSAR is used to prove
robustness and compliance

Implementations
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Polyspace for AUTOSAR features

Automatic split by component Sound analysis Back to specifications

EWC

New view to detail
the AUTOSAR
specification

Sound analysis plus checks
to prove that the code
matches the specification

[

ARXML\ / Implementation (source files) @@u@ v

Or x

0

=B es MD

¥ provided runnable-functions ¥ used RTE-functions

| »

“Invalid use of AUTOSAR runtime environment function 2/
Function 'Rte_Write_Output_Output' is called with valid argument(s) . )
+ Conditions on first argument 'data’ (see spec): ¥ all functions ¥ terminology

l - t + data meets its specification.
po yspace au Osar Specification: non-NULL | .
Function Parameter
v data meets its specification.
Specification: allocated -
Rte Write Output Output
v (*data)[] meets its specification. Function required by Autosar Software-
Specification: [-2147483648 ., 2147483647] Component
Actual value (int 32): even values in [0 .. 2147483646 (Ox7FFFFFFE)] = p )
- - . = - IN parameter dataisa
SW'Cl SW'CZ SW_C3 Configuration Result Details Specified Constraints rt_Array_sSInt32_l0ConstRef
Source Ar x constant pointer to a constant Matrix type

0y

rt_Array_SInt32_10
1D-Matrix [10] of Integer
implementation type
rtwdemo_autosar_counter_pkg.
Walues mustbein full-range
[-2147483648 .. 2147483647]

¥ base software-type
¥ physical-range

marray.c X | psar_prove_main.c x 4 b
== JTOENU U UULPULS 10 SUDSYsLEN. "<=rRouL>/ampulrier: «f

‘, ‘ ‘ 1 J#* Outport: '=Root=/Output' #*/
(void) 1 { . d 1d3);
, , POIySpace 1ai Vol Rie Write Outfput Outputimarray B.ZeroOrderHold3

102 J* Outport: '=Root=/Outputl /

104 Rte_IWrite Runnable Step 0OutpuNl_Outputl(marray_B.ZeroOrderHoldd4);

105 hd project-checksum=11336998240055185542)
[4] Ii N\ [+]

Dashboard Source Output Summary Graph \un Log « I

Automatic launching on each component

Prove specs matching
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Polyspace for AUTOSAR workflow

Perform a separate unit
e analysis of each
- component with
4 p

: . Polyspace
ARXML files 5 Split the code in v FEree of run-time errors

components as v,
/ v" Checks that code of
runnable respects its
v
v —

Specifications

defined in ARXML
output specification

Polyspace for
AUTOSAR
/ v' Checks that code of
‘l/ runnable calls Rte
functions in respect of

Implementation . e
Simulink model their specification

: options
= PN P T T P ¢ 3 |my_psar_project ¢ Target & Compiler ‘| Targel
cool oM R X LTI :j Qi o [T Project Source Filss Max.:rus . i
e [3 Project Include Folders Environmen T Settings
¢ 3 first_level.swc002,bhvo02 Target |
¢ 3 Module Source Files |
o [3 sub_package || Source
o[ my_psar_project § Co i
3 = Configurati Target |
[¥ options 2| compil
¢ 3 Result “| Target ¢
prover [Completed] 3
¢ T first_level.second_level.components.swc001.bhv0ool [ Resp
o[ Module Source Files H .
& [= configuration Advanced Settings Compile
¢ 3 Result % [] Divisit
prover [Completed] % pack ali
Ry T FocdfegDicre 4




Polyspace and AUTOSAR

ARXML provides
specification

of Application Layer
and link with RTE .

AUTOSAR architecture e )/

Application Layer

_ _ Complex
Services ECU Abstraction Layer Dev?ce
Layer Drivers

Microcontroller Abstraction Layer

ECU Hardware
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Polyspace verifies
the match between
code and ARXML

\/

Polyspace verifies the Application Layer

Polyspace stubs the RTE Layer
RTE Layer not verified by “Polyspace for AUTOSAR”
Polyspace can verify RTE

Not verified by “Polyspace for AUTOSAR”
Polyspace may verify these



Unit verification

of an AUTOSAR software component

Runnable

_Runnable

ARXML provides
specification
of runnables:

v - Context of call
'/ - Output
Calls the runnables

as defined in
specification

Runnable

Component
= set of runnable functions

K4

Verifies each
runnable in isolation

* gVALUE(vd) / gVALUE(v1);

* gVALUE(vl) - gVALUE(vE);

w7 = new_speediocutput_v6, extrapolated speed, computed speed);
V7, extr ted speed, computed speed) / 2

Checks that
code of runnable
respects its output specification

Description

ARXML

ARXML provides
specification
of Rte functions

Rte
functions

\.

K4

Checks that

code of runnable
calls Rte functions
in respect of their specification

4 MathWorks'

Service
/

ECU
Layers
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Unit verification of an AUTOSAR software component

e ARXML
. . Description
Simulink model / T
S ales tHe RS arBlo e
rtndemo_autosar_counter |
R - ARXML provides
a - - -
= specification
= of runnables: )
= ARXML provides
v - Context of call specification
. % - Output :
This model generale; AUTOSAR compliam ‘code and software componem XML files. . Of Rte fu n Ctl 0 n S
. I Calls the runnables
as defined in

specification

Runnable
s Service
Rte /
functions Sei
\ Layers

K4

Checks that Checks that
code of runnable code of runnable
respects its output specification calls Rte functions

in respect of their specification
10
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Hand-Written Code based on ARXML
Polyspace for AUTOSAR SWC

W Polyspace

File Reporting Metrics Tools ‘Window Help
& & &l | P> Run Code Prover ~ I Stop | Q|

LA R ESAN Y

sbed pes !

& Project: Browser ResLits List | b Dashboard Source | [El Cutput summary

11



Generated Code From Simulink Model based on ARXML

Ready

’i aswe_shr - Simulink - m] #
File Edit View Display Diagram Simulation Analysis Code Tools Help
b = M= - |inf Normal - = -
Embedded Coder Quick Help & X aswc_sbr Property Inspector [+ 4
- d
Getling Started with Lo D
AUTOSAR Code Properties. Info
Generation
EI . . . Last saved by: garyryu
g (e - Polyspace for AUTOSAR Demo with Seat Belt Reminder Design Model Last saved on: Wed Aug 29 14:46:34 2018
= » Description
Configure Compeonents
4 N » History
Component modeling
| 1) » KEY
KEY
Map Ports Select a model element to set or view its parameters or properties.
Sender-receiver ports w
§ (2 ) » SeatBeltFasten SeatBeltlcon 4@
Client-server poris
SeatBeltFasten SeatBeltlcon
Map Internal Behavior
»
Runnables @ Spoad
Speed )
Inter-runnable variables b
SBR_WrongOutput
Configure Model-Wide %
Code Generation (@H )
Copyright 2006-2018 The MathWorks, Inc.
Code generation E‘
configuration
»
XML options
Model Data Editor
Inports/Qutports Signals Data Stores. States Parameters
o[ [€] E;
SOUrCE 3 = pe Min Dimensions | Complexity | S Time | Unit
O KEY 1 intd B0 2 2/-1 1 auto real| -1 1| inherit
C» SeatBeltFasten 2 intd 1] 1 -1 auto =all -1 [ inherit
0 Speed 3 single -200 -200 350 350/ -1 auto all-1 [ inherit
*O SeatBeltlcon 1 int8 ] 1 -1 1 auto real(-1 inherit
<
Model Data Editor Code Mappings - AUTOSAR
View diagnostics 154% FixedStepDiscrete

4\ MathWorks
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Workflow Benefits

Provide automatically the best configuration for Polyspace

Detect inconsistencies between AUTOSAR specifications and code
Implementation

Unit verification of AUTOSAR software components with Polyspace
v  Sound analysis: proves that code respects the specification
v’ Static analysis: considers all potential cases

13



Secure Coding and Polyspace

4\ MathWorks

14



Safety vs. Security

Note: Security issues may cause safety issues

SAE J3061

‘ MathWorks'

15
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Cybersecurity — Industry Activities & Standards

SAE — Vehicle Cybersecurity Systems Engineering Committee
« SAE J3061 - Cybersecurity Guidebook for Cyber-Physical Vehicle Systems

« SAE J3101 - Requirements for Hardware-Protected Security for Ground
Vehicle Applications (WIP)

« SAE "Cybersecurity Assurance Testing Task Force” (TEVEES18A1)

Coding standards & practices that we observe at automotive customers
MISRA-C:2012 Amendment 1
ISO/IEC TS 17961 — C Secure Coding Rules
CERT-C / CERT-C++
CWE — Common Weakness Enumeration

16
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ISO/IEC TS 17961 Compared with Other Standards

CWE None/all Yes No No N/A
MISRA C:2004 C89 No Yes No No
MISRA C:2012 C99 No Yes No No
CERT C99 C99 Yes No No Yes
CERT C11 Cl1 Yes Yes No Yes
ISO/IEC TS 17961 Cl11 Yes No Yes Yes

Table is based on the book:

SEI CERT
C Coding Standard

Rules for Develop! Rellable, and Secure Systems

17
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SE|l CERT C Coding Standard

= This coding standard consists of rules and recommendations,
collectively referred to as guidelines.

= Rules are meant to provide normative requirements for code, whereas

- Recommendations are meant to provide guidance that, when followed,
should improve the safety, reliability, and security of software systems.

18


https://www.securecoding.cert.org/confluence/display/c/SEI+CERT+C+Coding+Standard

&\ MathWorks’

CERT-C Coverage with Polyspace <0l

= You can map Polyspace results to CERT C rules and recommendations

= Using Polyspace results, you can address 103 CERT C rules (90%)
and 95 CERT-C recommendations ( )

— The CERT C website, under continuous development, lists 118 rules and 188
recommendations (Count based on The CERT C++ Coding Standard document, 2016

Edition)
@ 5El CERT C Coding Standard

19


https://wiki.sei.cmu.edu/confluence/display/c/SEI+CERT+C+Coding+Standard

CERT-C++ coverage with Polyspace e

= You can map Polyspace results to CERT C++ rules

= Using the Polyspace results, you can address 34 CERT C++ rules ( )
and 79 CERT C rules that also apply to C++ (99%)

— The CERT C++ website, under continuous development, lists 163 rules including 80
CERT C rules that also apply to C++ (based on count in April 2018 in CERT-C++ web
site)

v" Two new arguments for option —checkers in C++ mode (-lang CPP): CERT-rules
(only CERT-C++ rules) and CERT-all (itincludes also CERT-C rules that apply)

Find defects | default v

CERT-ules

CERT-all
""" 150-17961
----- CWE 3
..... ﬂ"

&\ MathWorks’

20


https://wiki.sei.cmu.edu/confluence/pages/viewpage.action?pageId=88046682
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Completeness And Soundness

- False Negatives

— Failure to report a real flaw in the code is usually regarded as the most serious analysis
error, as it may leave the user with a false sense of security.

- False Positives
— The tool reports a flaw when one does not exist.

Table 1 — Completeness and soundness

False positives
Y N
False N Sound U:ﬂ.l'.h Complete and
: false positives sound
negatives
v Unsound with | Complete and
false positives unsound

21



ISO/IEC TS 17961
C secure coding rules

TECHNICAL ISO/IEC
SPECIFICATION TS
17961

Information technology —
Programming languages, their
environments and system software
interfaces — C secure coding rules
Technologies de Iinformation — Langages de programmation, leur

environnement et interfaces des logiciels de systémes — Régles de
programmation sécurisée en €

Reference number
ISO/IEC TS 17961:2013(E)

@ IS0 /IEC 2013

4\ MathWorks

22
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ISO 17961 - C Secure Coding Rules

= The purpose of this Technical Specification is to specify analyzable secure
coding rules that can be automatically enforced to detect security flaws Iin
C-conforming applications.

= To be considered a security flaw, a software bug must be triggerable by the
actions of a malicious user or attacker.

23
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ISO 17961 - C Secure Coding Rules 32 Coverage Summary
In summary, the coverage of MISRA C:2012 against C Secure is as follows:

5.1 Accessing an object through a pointer to an incumpatihle tvpe [ptrcomp]..ci 5 —
5.2 Accessing freed memory [accfree]... S B Classificarion Strength Nurmber
5.3  Accessing shared objects in signal handlers [accmg] o T Explicit Strong 20
5.4 No assignment in conditional expressions [I::-Dula,sgn] — e B Weak 2
5.5 Calling functions in the C Standard Library other than aburt EXlt and = J_gnal mplicit strong L

from within a signal handler [asyncsig].... O = Weak 6
5.6 Calling functions with incorrect argmnents [ar‘gcnmp] . — | fectrictive Strong 11
5.7  Calling=signal550" Forming invalid pointers by library function [llbptr] ST Weak 0
5.8 Calling system 5.21 Allocating insufficient memory [insufmem].... . | » 1 Partial/Restrictive Strong/None 2
5.9 Comparison ofH 522  Forming or using out-of-bounds pointers or array suhscrlpts [11w1:|tr] I L None None 4
5.10 Convertingapo] 533  Freeing memory multiple times [dblfree]............... RS - Total 46
5.11 Cnrm.a-rnng pomt 5 54 Including tainted or out-of-domain inputin a , format strmg [usrfmt] S 1+
5.12 Copyinga FILE| g 55  [pcorrectly setting and using errnc [mverr'no] USSR ¥ 4

5.13 Declaring thesaj ¢ 5¢
5.14 Dereferencing aj ¢ 57

Integer division errors [diverr] ... ...39
Interleaving stream inputs and {}utputs W'lthout a ﬂush or pﬂSltanlng call [mlleava] .40

5.15 Escaping. of the 15.28 Modifying string literals [strmod].... —— .
5.16 CD]‘[VEI‘S{DII ofsif 5 29 Modifying the string returned by gpta nv, lucalﬂc onv, s P-tlu c-al e, and

ECF [SlgEHCGI}V strerror [libmod] e OSSOSO OOE . ¥
5.17 Use of an implie 5.30 Owverflowing signed mtegers [mtoﬂnw] e 43

5.18 Failingtoclosef g 34
[fileclose]............
5.19  Failing to detect| g 39

Passing a non-null-terminated character sequence tD a hbr‘ar'_v fum:tmn that expects

astring [nonmull g 3g Taking the size of a pointer to determine the size of the pointed-to type [sizeofptr].....50

Passingargumenty 5 39  Using a tainted value as an argmnent to an unp mtat_vped function

uns?_gner:% Cha_’—’ pointer [taintnoproto].... —— |
5.33 Passing pointersij 5 40 Using a tainted value to wnte tn an oh_]ect usmg a furmatted mput or nutput
parameters [resy function [taintformatio].. - s 52

5.34 Reallocatingorfre ¢ 49

Using a value for fsetpos {:rther tllan a value returned fram fgﬂtpu s [}:ﬁlepos] evveeres D2
5.35 Referencing uninif c 45

Using an object overwritten b}r getenv, localeconv, setlocale, and

5.36 Su!}tracting. or con strerror [libuse]. OSSO 1=

5.37 Tainted stringsarq g5 43 Using character values that are lndlstl ngl.ushable fmm EDE‘ [chreaf] S -
5.44 Using identifiers that are reserved for the implementation [res:de:nt] -1
5.45 Using invalid format strings [invimtstr] ... -
5.46 Tamted potennally mutilated, or out-of- domam mteger values are used ina res‘mcted

24
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Polyspace Bug Finder And Security Standard

Well-know defects for unreliable code like buffer overflows, dead code...
= Plus two categories: Security and Tainted data

Target & Compiler Bug Finder Analysis
Macros
sacurity_check x Emarcnment Settings
[ — Inputs & Stubbing | Find defects default w
Target & Compiler Coding Rules & Code Metrics Multitasking - -
. Macros
Coding Rules & Code Metrics
= Security Standards Enironment Setings 6 indr Ao
Inputs & Stubbing

Coding Rules Code Prover Venfication

Multitasking icati
Werfication Assum ptions
- CERT‘C Coding Fules & Code Mefnics [ check MISRA C:2004 required-rules Check Behavior P
el =rules

Bug Finder Analysis

R AC A Precision
1796 1 F | I Code Prover Venfication []check MISRA AC AGC Scaling Programming
- I SO = ( U Wenfication Assum ptions [+] Check MISRA, C:2012 B sng Chject ariented
Check Behavior [[]use generated code requirements noatoe ' Fun Settings : gz::rt;emy
Precision I Suir
- M I S RA_ C 20 1 2 (F u I I) Scaling D Check MISRA C++ rules single-Lnit-rules Advanced Settings i Tainted data
Reporting [ check 1SF C++ rules ffpﬁm'f”d“h eorules H | Good practice
) fules
- CW E fun Setings [ check custom rules ERT-all
Advanced Setings 15017061
Effectiva boolean types | Type . -

= The mapping table between Polyspace Bug Finder and Security Standard
— MATLAB_INSTALL\polyspace\resources\Polyspace Results R2018b.xIsx

25
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How does Polyspace help you with embedded software
security?

Detecting security vulnerabilities and underlying defects early

Provides Exhaustive Documentation and recommendation for
security fix

Proving absence of certain critical vulnerabilities

Complying with industry standards — MISRA-C, CWE, CERT C,
1SO 17961

26



Q&A
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